Two Factor Authentication App Setup

Microsoft Authenticator is a multifactor app for mobile devices.

Go to https://aka.ms/mfasetup from your work laptop in the office.

Select your email address or type it in and login with your usual password.
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Pick an account More information required

. i Your organisation needs more information to keep
@ :
1@menzies.co. your account secure

Use a different account

+ Use another account Learn more

Access only for authorised employees of Menzies
LLP. Access without permission contravenes the
Computer Misuse Act 1990

Follow the on-screen instructions and download the Microsoft Authenticator app on
your phone. Or use the links below. And then press ‘Next’

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.
Method 1 of 2: App

(/) 2

App Phone

Microsoft Authenticator

Start by getting the app
~
o On your phone, install the Microsoft Authenticator app. Download now
Once you've installed the Microsoft Authenticator app on your device, choose “Next”.
-
want to use a different authenticator app

| want to set up a different method
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The screenshots may vary
depending on your phones
model.

Apple iPhone:
Download Authenticator from the
App store.

~ Microsoft
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About this app >

Use Microsoft Authenticator to sign in easily and
securely with MFA.
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Android Device:

Download Authenticator from

the Play store.

You should then see the below on your computer, before pressing ‘Next’ follow the

steps on your phone:

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Method 1 of 2: App
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App Phone

Microsoft Authenticator

Set up your account

If prompted, allow naotifications. Then add an account, and select "Work or school”.

| want to set up a different method


https://apps.apple.com/app/microsoft-authenticator/id983156458
https://play.google.com/store/apps/details?id=com.azure.authenticator

“Authenticator” Would Like to
Send You Notifications

Notifications may include alerts,
sounds and icon badges. These can be
configured in Settings.

Don't Allow Allow

Apple iPhone:
Press ‘Allow’, and then ‘Add
account’.

Set up passwordless sign-in for your
personal Microsoft account

Sign in with the: n i into

Data Privacy

We gather non-personally identifiable
usage data to help us improve the app.
You can turn this off in settings. Learn
more in the FAQs available under the
Help menu.

Android Device:
Press ‘OK’, and then ’Skip’.

Set up passwordless sign-in for
your personal Microsoft account

Sign in with the same account you use to sign into
Outlook, Offic:

ADD PERSONAL ACCOUNT
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Protect all your online

accounts, like GitHub,

LinkedIn, Dropbox, and
more

The account provider will display a
R code.

Add non-Microsoft account

Skip

Apple iPhone:
Press ‘Skip’.

Here for work?

Your IT Administrator will provide a QR
code for you to scan.

Add work account

Skip

Apple iPhone:
Press ‘Skip’.

Protect all your online accounts,
like GitHub, LinkedIn, Dropbox,
and more

410321

The account provider will display QR code.

ADD NON-MICROSOFT ACCOUNT

Android Device:
Press ‘Skip’.

Here for work?

Your IT Administrator will provide a QR code for you to
can.

ADD WORK ACCOUNT

Android Device:
Press ‘Skip’.
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We gather non-personally
identifiable usage data to
help us improve the app. You
can turn this off in settings.
Learn more in the FAQs
available under the Help

menu.

OK

Allow Authenticator to take pictures and
record video?

Apple iPhone: Android Device:
Press ‘OK’ and type in your work email. Press ‘Allow’.

1 a@ RS
€< Add account

Your account provider will display a QR code

“Authenticator” Would Like to
Access the Camera

May be needed to scan QR code to
add a new account

Don't Allow OK

OR ENTER CODE MANUALLY

Apple |P‘h0f1e: Android Device:
Press ‘OK'. You phone is in Camera
mode ready to scan a QR
code. Press ‘Next’ on your
computer screen, and it
should look like the below
screenshot.
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( Accounts Scan QR code

Your account provider will display a QR code

Or enter code manually

Apple iPhone:
You phone is in Camera mode ready to
scan a QR code. Press ‘Next’ on your
computer screen, and it should look
like the below screenshot.

Your phone should be in camera mode ready to scan a QR code. Point it towards your
screen and it should capture the QR code circled:

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are,
Method 1 of 2: App

o 2

App Phene

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app to your account.

amQed the QR code, choose “Next”.

| want to set up a different method



You will then be asked to test out the Authenticator app with a notification sent to
your phone:

Keep your account secure

‘Your organisation requires you to set up the following methods of proving whe you are.
Method 1 of 2: App

o 2

App Phone

Microsoft Authenticator

Let's try it out

v/

Approve the notification we're sending to your app.

Back Next

I want to set up a different method

Check for
notifications

We've made it easier for you to
quickly check if there are any
pending notifications.

Approve sign-in?
Menzies
y@menzies.co.uk

Approve

Apple iPhone:
Press ‘Approve’ and feel like a boss! Android Device:
Continue the next step on the computer. Press ‘Got it’. And ‘Next’ on

Scroll down for screenshots. the computer.



@ Approve sign-in?

Menzies
RPatel@menzies.co.uk

DENY APPROVE

Android Device:
Press ‘Approve’ and feel like a boss!
Continue the next step on the
,L computer.

Once you have Approved the test notification, please press ‘Next’:



Keep your account secure

Your organisation requires you to set up the following methods of proving who you are,
Method 1 of 2: App

(/] 2

App Phone

Microsoft Authenticator

Notification approved

v/

| want to set up a different method

Select ‘United Kingdom’ and then type in your mobile number without the 0, and press
‘Next'’:

Keep your account secure

Your organisation requires you to set up the following methods of proving whe you are.

Method 2 of 2: Phone

App Phone

Phone

‘You can prove who you are by answering a call on your phene or texting a code to your phone.
What phone number would you like to use?

United Kingdom (+44)

© Text me a code

O Call me

Message and data rates may apply.

| want to set up a different method

Type in the code you receive as a text message, and press ‘Next’:



Keep your account secure

‘Your organisation requires you to set up the following methods of proving who you are.

Method 2 of 2: Phone

o

App Phone

Phone

We just sent a 6-digit code to +44 . Enter the code below,

Resend code

I want to set up a different method

Press ‘Next’ again:

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Method 2 of 2: Phone

App Phone

Phone

SMS verified. Your phone was registered successfully

You then should see the Success window like this. Press ‘Done’:



Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Method 2 of 2: Done
App Phone

Success!

Well done. You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method: Microsoft Authenticator — notification
% Phone
+44
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Y  Microsoft Authenticator

R Overview

Security info

These are the methods you use to Sign in 1o your Sccount or reset your passward.

Ry Security info

£33 Organisations Default sign-in method: Microsoft Authenticator - notification Change

B Devices
~+ Add method

Q Prone
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651886 Enable two-step verification
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If you click ‘Overview’ on the left, it will take you to your account page where you can reset

your password, amongst other things:

Security info Devices Password

ods and security
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% My sign-ins (preview)

= Office apps

= Subscriptio

Organisations Privacy

B4

See all of the organisations that you're part of,

My sign-ins (preview)

See how your organisation and services are
handiing your data,
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REVIEW PRIVACY

REVIEW RECENT ACTIVITY

Office apps

Install and m:

MANAGE = Subscriptions
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